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PRIVACY POLICY 

Last Updated: January 19, 2015 

Squarecap recognizes that your privacy is very important. This Privacy Policy describes Squarecap’s policies and 

procedures on the collection, use and disclosure of your information when you use the Squarecap Service, via 

the Squarecap website, your mobile phone, or through Squarecap’s applications for mobile devices. We will 

not use or share your information with anyone except as described in this Privacy Policy. Capitalized terms that 

are not defined in this Privacy Policy have the meaning given them in our Terms of Service. 

Information Collection and Use 

Squarecap uses information we collect to analyze how the Service is used, diagnose service or technical 

problems, maintain security, personalize content, remember information to help you efficiently access your 

account, monitor aggregate metrics such as total number of visitors, traffic, and demographic patterns, and 

track User Content and users as necessary to comply with the Digital Millennium Copyright Act and other 

applicable laws. 

User-Provided Information 

When you register for a member account with the Service, you will provide us information about yourself, such 

as your name and email address. If you create a profile, certain member information, including without 

limitation your groups, school and any additional content that you submit on your profile will be displayed to 

other users at your school or in your groups to facilitate user interaction within our services.  You further 

consent to our access and use of any and all information about you that is contained in your school’s learning 

management system, or LMS. 

We may use your email address to send you Service-related notices (including any notices required by law, in 

lieu of communication by postal mail). We may also use your contact information to send you marketing or 

promotional email messages. If you correspond with us by email, we may retain the content of your email 

messages, your email address and our responses. 

By choosing to sign on to the Service through Facebook or another third-party service, you give us permission 

to access and use your information from that service as permitted by that service, and to store your log-in 

credentials for that service. 

You also provide us information in User Content you upload or post to the Service. Your questions, answers, 

and other contributions on the Service, and metadata about them (such as when you posted them), are 

viewable within groups in which you are registered by default (for example, the class or university in which you 

access the Service) on the Service, along with your name (unless the Service permits you to post 

anonymously).  

Other users may provide us with your name, email address, and other information when enrolling you in a 

class or other group on the Service. If you add a group or class, you may also provide us with course 

information, including instructor information, syllabus, homework and lecture notes. If you choose to enroll 

others in a class or group on the Service, we will ask you for that person’s email address and send an email 

invitation. Squarecap stores this information to send invitations, to register the invitee if your invitation is 

accepted, and to track the success of the invitation. 
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Any content you upload to your profile, along with any personal information or content that you voluntarily 

disclose online in a manner other users can view becomes publicly available, and can be collected and used by 

others. If you want to delete or disable your profile, please contact us at admin@squarecap.com. 

Information Collected Automatically 

When you use the Service, we use persistent and session cookies and other tracking technologies to: (a) store 

your username and password; (b) analyze the usage of the Service; (c) customize the Service to your 

preferences; and (d) enhance your navigation through the site. A persistent cookie remains on your computer 

after you close your browser so that it can be used by your browser on subsequent visits to the Service. 

Persistent cookies can be removed by following your web browser’s directions. A session cookie is temporary 

and disappears after you close your browser. You can reset your web browser to refuse all cookies or to 

indicate when a cookie is being sent. However, some features of the Service may not function properly if the 

ability to accept cookies is disabled. 

We may also use other Internet technologies, log files and other similar technologies to deliver or 

communicate with cookies and track your use of the Service. We also may include clear GIFs in HTML-based 

emails sent to our users to determine whether the message has been opened. As we adopt additional 

technology, we may also gather additional information through other methods. 

We use these automated technologies to collect and analyze certain types of information we consider to be 

non-personal information, including: (a) information related to the devices you use to access or interact with 

the Service, such as:  IP addresses, unique device identifiers and other information about your mobile phone or 

other mobile device(s), browser types, browser language; and (b) information related to the ways in which you 

interact with the Service, such as: referring and exit pages and URLs, platform type, the number of clicks, 

domain names, landing pages, pages viewed and the order of those pages, the amount of time spent on 

particular pages, the date and time you used the Service, and other similar information. We may also capture 

other data, such as search criteria and results.  

How We Share Your Information Personally Identifiable Information 

 

We use the personal information you submit to operate, maintain, and provide to you the features and 

functionality of the Service. Squarecap may share your personally identifiable information with third parties 

solely for the purpose of providing the Service to you and not for any other purpose.  If we do this, such third 

parties’ use of your information will be bound by this Privacy Policy. We may store personal information in 

locations outside the direct control of Squarecap (for instance, on servers or databases co-located with hosting 

providers). For example, we process your payments for the Service through a third party payment processor.  

 

Squarecap may disclose your personal information if required to do so by law or subpoena or if we believe that 

it is reasonably necessary to comply with a law, regulation or legal request; to protect the safety of any person; 

to address fraud, security or technical issues; or to protect Squarecap’s rights or property. 

Non-Personally Identifiable Information 

We may aggregate and/or anonymize information collected through the Service so that the information does 

not identify you. We may use aggregated, anonymized, and other non-personally identifiable information for 

any purpose, including for research and marketing purposes, and our use and disclosure of such information is 

not subject to any restrictions under this Privacy Policy. 
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How We Protect Your Information 

The Service is hosted by Amazon Web Services and complies with the security and other features of the 

Amazon Cloud described here:  http://aws.amazon.com/compliance/soc-faqs/.  We cannot, however, ensure or 

warrant the security of any information you transmit to Squarecap or guarantee that your information on the 

Service may not be accessed, disclosed, altered, or destroyed by breach of any of our physical, technical, or 

managerial safeguards. 

In the event that personal information is compromised as a result of a breach of security, Squarecap will 

promptly notify those persons whose personal information has been compromised, in accordance with the 

notification procedures set forth in this Privacy Policy, or as otherwise required by applicable law. 

Your Choices About Your Information 

You may decline to submit personally identifiable information through the Service, in which case Squarecap 

may not be able to provide certain services to you. You can review and correct the information about you that 

Squarecap keeps on file by contacting us directly at admin@squarecap.com. 

Children’s Privacy 

Protecting the privacy of young children is especially important. Squarecap does not knowingly collect or solicit 

personal information from anyone under the age of 13 or knowingly allow such persons to register with the 

Service. If we become aware that we have collected personal information from a child under age 13 without 

verification of parental consent, we will remove that information. 

Links to Other Web Sites 

We are not responsible for the practices employed by websites linked to or from the Service, nor the 

information or content contained therein. Please remember that when you use a link to go from the Service to 

another website, our Privacy Policy is no longer in effect. Your browsing and interaction on any other website, 

including those that have a link on our website, is subject to that website’s own rules and policies. Please read 

over those rules and policies before proceeding. 

Your California Privacy Rights 

California law permits users who are California residents to request and obtain from us once a year, free of 

charge, a list of the third parties to whom we have disclosed their personally identifiable information (if any) 

for their direct marketing purposes in the prior calendar year, as well as the types of personally identifiable 

information disclosed to those parties. If you are a California resident and would like to request this 

information, please submit your request in an email to admin@squarecap.com. 

Changes to Our Privacy Policy 

If we change our privacy policies and procedures, we will post those changes on this page to keep you aware of 

what information we collect, how we use it and under what circumstances we may disclose it. Changes to this 

Privacy Policy are effective when they are posted on this page. 

If you have any questions about this Privacy Policy or Squarecap’s practices, please contact us at 

admin@squarecap.com. 

* * * * * 
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